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Breach Determination and Sanction
(Public Abridged Version)

Investigation into the States of Alderney (“the Controller”) and its
compliance with the Data Protection (Bailiwick of Guernsey) Law, 2017 (“the
Law”)

1. The Complainant submitted a Data Subject Access Request (“the Request”) in
December 2024, seeking access to ‘any and all’ personal data held and processed by
the States of Alderney during the course of his employment.

2. The Request sought the release of data held and used by the States of Alderney and
provided search parameters to be used to catch the various known names and
nicknames used during his tenure as Chief Executive/Chief Clerk of the States of
Alderney.

3. Having received a dossier of information, he was concerned about what he felt to be
missing documentation. He specifically referred to what he considered was the
‘disproportionate’ amount of redaction applied to the documents provided. He
therefore submitted a complaint.

4. Having assessed the complaint, the Authority considered there were grounds to
undertake an investigation into the matters highlighted.

5. In respect of the manner and extent of redaction, the States of Alderney stated that
redactions were applied to remove operational information, information outside the
scope of the Request, or if the content did not directly relate to the Complainant.
Additionally, redactions were applied for the following reasons:

e Toremove duplicated information
e To protect the personal data of third parties
e Where an exemption provided within schedule 8 of the Law could be relied
upon, namely:
o Privileged items
o Management forecasting or planning
o Journalism, art, literature of academia

6. However, upon review, the redactions applied to a letter sent by the States of
Alderney that outlined reasons for the dismissal of the Complainant from his post
(the Letter), were of concern to the Authority. Specifically, there were
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inconsistencies with the redactions, and the content of the Letter was material to
the complainant and his dismissal.

The States of Alderney provided the Authority with the grounds for applying the
redaction of a relevant section of the Letter. This section referred to another
individual (unnamed) and was therefore withheld under section 16 of the Law.

Reasons for the determination

Section 15 of the Law

8.

The Authority has determined that the States of Alderney has failed to comply with
the requirements of this provision, by virtue of the below:

This section of the Law stipulates that:

10.

11.

An individual has a right to be given the following information in accordance with
subsections (2) to (4)

(2) On request by an individual, the controller must give the individual that
information.

The Authority has determined that unreasonable redactions were applied to the
Letter. This meant that the Complainant did not receive all the personal data to
which he was entitled.

As referenced by the States of Alderney, section 16 of the Law relates to situations
where the personal data of one person is linked with the personal data of someone
else. Section 16(3) requires controllers to “take into account” a list of factors when
considering whether it is reasonable to give information relating to another
individual to a requestor, where the requestor’s personal data is inextricably linked
with another individual’s information.

Further, guidance issued by the Authority titled “How to handle someone’s ‘data
subject access request’ when there is information about other individuals involved”
advises that “If you assess that the disclosure of information could impact the other
individuals’ significant interests, you must balance this against how the requestor’s
significant interests would be impacted if the information relating to the other
individual were withheld”.
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12. The Authority highlights the following pertinent details that support the view that it
was unreasonable for the States of Alderney to redact in full a specific section of the
Letter.

13. The Authority understands that the information regarding the other individual is
sensitive to that individual, however as. as the relevant section of the Letter was a

specified reason for the dismissal, it is reasonable that the Complainant was able to
understand that.

14. That said, the Authority agreed that as part of the Letter related only to the other
individual, that had been redacted appropriately and should remain as such.

Sanction — Enforcement Order

15. The Authority is imposing an order upon the States of Alderney under section 73 of
the Law requiring that it undertake the following actions:

1) The States of Alderney are required to provide the Complainant with an
appropriately redacted copy of the Letter.

2) The States of Alderney must comply with these terms within 1 month of the date
of issuance of the order and advise the Authority in writing when it has done so.
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